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WHY SAFE INTERNET ? %,\)

With its visible face, we cando <

DEN GOVENLI INTERNET ?

Gorunen yiizilyle internette bugiin
lletigim, bilgiyeulasma, eglence,
bankacilik, aligverig ve diger pek ¢ok
seyi yapabiliyoruz,

Peki, internette bagka neler var?
Suglar, suglular, dolandinicilar,
istismarcilar, siber zorbalar, tacizciler,
teshirler.. Teknoloji hizla geligirken,
sanal alemin gorinmeyen, bu karanlik
yliziinde olanlar da artarak devam
ediyor.

Glnkii sanal dinya ayni zamanda;
cocuk istismarcilarinin, uyusturucu
batakliginin, sozde saglik irinleri
simsarlarinin, sapkin inaniglarin, teror
propagandalarinin, miistehcenligin ve
genglerimizi kotii yola siriikleyen fuhug
tehlikesinin yuvalandigi bir ukurdur ve
tedbir alinmazsa bu tehlikeler bitiin bir
toplumu tehdit etmeye ve ¢ogalmaya
devam edecektir, Bu sebeple dncelikle
cocuklarin ve genglerin sonra da biitiin
bir toplumun internetten gelebilecek
zararliigerikleri filtreleme sistemlerine
ihtiya vardr,

communication, access to
information, entertainment,
banking, shopping and many other
things on the internet today. So,
what else is there on the internet?
Crimes, criminals, fraudsters,
abusers, cyber bullies, harassers,
exposes... While technology is
developing rapidly, those who are
in this dark side of the virtual world
continue to increase.

Because the virtual world is also:
It is a pit where child abusers, drug
swamps, so-called health products
dealers, heretical beliefs, terrorist
propaganda, obscenity and the
danger of prostitution that drives
our young people to a bad road,
and these dangers will continue to
threaten and multiply the entire
society if no action is taken,

For this reason, there is a need
for filtering systems for harmful
content that may come from the
internet, first of all children and
young people and then the
whole society.

SIBER ZORBALIK
Siber zorbalik"; utang verici kaba
davraniglarin, kiifiirlii konugmalarin ve
bagkalarina karg diigmanca evrimigi
iletitehdit, taciz ve negatif yorumlarin,
izinsiz fotograf paylagiminm, e-posta,

web siteleri, sosyal aglar ve
mesajlagmalar araciligi ile kasitl
olarak gerceklestirilmesi eylemidir,
Bir bagka deyisle, kullanicilara kargi
teknik veya iligkisel tarzda zarar
verecek bilgi ve iletigim teknolojilerini
kullanarak yapilan paylagimlar ve
davraniglar siber zorbalik kapsamina
girer,

CYBERBULLYING

cyberbullying; It is the act of
deliberate execution of embarrassing
rude behavior, abusive speech and
hostile online messaging, threats,
harassment and negative comments,
unauthorized photo sharing, through
e-mail, websites, social networks and
messaging. In other words, sharing
and behaviors made using
information and communication
technologies that will harm usersin a
technical o relational manner fall
under the scope of cyberbullying.
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WAYS TO AVOID CYBER BULLYING
Communication tools and internet should be used

SIBER Z0RBALIKTAN KORUNMA YOLLARI

, consciously.
Iletigim araglari ve internet bilingli + User password that is difficult to capture and guess
kullanilmali, should be determined.

Ele gecirilmesi ve tahmin ;l:fecunty (antivirus etc.) software must be up to

edilmesi zor kullanici gifresi belirlenmeli,

Giivenlik (antiviris vb.) yazilimlan giincel
olmal,

Yiiz yiize iligkilerdeki etik kurallar sanal
ortamda da ayni sekilde uygulanmal,

Tamimadiginiz kisilerden gelen mesajlari
okumamak, onaylamamak, paylasmamak ve
engellemek sizi her
zaman daha giivenli kilar.

Kigisel bilgileriniz size dzeldir,
bagkalaryla paylagiimamalidir,

Web sitelerini gezinirken giipheci olun,
bilginin kaynagini aragtirin ve kigisel
bilgilerinizi her web sitesinde paylagmayin,

Size gelen kimligi bilinmeyen maillere
dikkat edin, Sahte hesap olma ihtimalini goz
oniinde bulundurun ve bu gibi durumlarda
dikkatli olun.

» The ethical rules in face-to-face relationships
should be applied in the same way in the virtual
environment.

+ Not reading, disapproving, sharing and blocking
messages from people you do not know always
makes you safer.

+ Your personal information is private to you, it
should not be shared with others

+ Be skeptical while browsing websites, search for
the source of information and do not share your
personal information on every website.

» Beware of anonymous e-mails coming to you.
Consider the possibility of a fake account and be
careful in such cases.

+ The behavior in real life should also be protected in
the virtual environment and it should be known that
cyberbullying is a crime.

AVRUPA BOLGESI'NDE GOCUKLARIN
GEVRIMICI ORTAMDA KORUNUMUNA ILISKIN
KIYAS CALISMASI
ITU (International Telecommunication Union)
Uluslararasi Telekominikasyon Orgiitii iinde
ozellegtirilmig bir program olan COP (Child
Online Protection), 2008'in sonlarinda,
qocuklarin gevrimici ortamda korunmasi
konusunda kilavuzluk eden bir girigim halinde
faaliyetlerini yiritmeye baglamigtir.ITU
(International Telecommunication Union)
Uluslararasi Telekomiinikasyon Orgiitil iginde
dzellestirilmig bir program olan COP (Child
Online Protection), 2008'in sonlarinda,
gocuklarin gevrimici ortamda korunmasi
konusunda kilavuzluk eden bir girigim halinde
faaliyetlerini yiiritmeye baslamistir.
Gocuklarin Gevrimici Korunmasi (COP)
girigimi, ITU tarafindan diinya genelindeki
gocuklarin gevrimici korunmasinda aksiyon
alinmasi igin uluslararasi bir isbirligi agi olarak
kuruldugundan bu yana, Bilgi Teknolojileri ve
Iletigim Kurumu (BTK) da aktif olarak isbirligi
icinde bulunmugtur,

Gercek hayattaki davranig bigimi sanal ortamda da
korunmall ve siber zorbaligin su¢ olduu bilinmelidir

A COMPARISON STUDY ON THE
PROTECTION OF CHILDREN IN THE
EUROPEAN RECION

ITU (International Telecommunication
Union) COP (Child Online Protection),
which is a customized program within the
International Telecommunication
Organization, started to operate as a
guiding initiative on the protection of
children online in late 2008.

ITU (International Telecommunication
Union) COP (Child Online Protection), a
customized program within the
International Telecommunication
Organization, started its activities as an

initiative that guides t

children online in late
Children's Online Protection (LOP
initiative was established b
international collaborative
take action in the ection of
children around the world, the
Information and Communication
Technologies Authority (BTK) has
actively cooperated.

online prot

also
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WHY SAFE INTERNET }E\)

With its visible face, we cando <

DEN GOVENLI INTERNET ?

Gorunen yiziyle internette bugiin
lletisim, bilgiveulagma, eglence,
bankacilik, aligverig ve diger pek ¢ok
seyi yapabiliyoruz,

Peki, internette bagka neler var?
Suglar, suglular, dolandiricilar,
istismarcilar, siber zorbalar, tacizciler,
teghirler... Teknoloji hizla geligirken,
sanal alemin gorinmeyen, bu karanlik
ylziinde olanlar da artarak devam
ediyor,

Giinki sanal diinya ayni zamanda;
qocuk istismarcilarmnin, uyugturucu
batakliginin, sozde saglik riinleri
simsarlarinin, sapkin inaniglarin, teror
propagandalarinin, milstehcenligin ve
genclerimizi kotil yola siirikleyen fuhug
tehlikesinin yuvalandigi bir cukurdur ve
tedbir alinmazsa bu tehlikeler bitiin bir
toplumu tehdit etmeye ve gogalmaya
devam edecektir, Bu sebeple dncelikle
¢ocuklarin ve genclerin sonra da bitiin
bir toplumun internetten gelebilecek
zararliicerikleri filtreleme sistemlerine
ihtiyag vardir,

communication, access to
information, entertainment,
banking, shopping and many other
things on the internet today. So,
what else is there on the internet?
Crimes, criminals, fraudsters,
abusers, cyber bullies, harassers,
exposes... While technology is
developing rapidly, those who are
in this dark side of the virtual world
continue to increase,

Because the virtual world is also;
Itis a pit where child abusers, drug
swamps, so-called health products
dealers, heretical beliefs, terrorist
propaganda, obscenity and the
danger of prostitution that drives
our young people to a bad road,
and these dangers will continue to
threaten and multiply the entire
society if no action is taken.

For this reason, there is a need
for filtering systems for harmful
content that may come from the
internet, first of all children and
young people and then the
whole society.

SIBER ZORBALIK
Siber zorbalik"; utang verici kaba
davramiglarin, kilfurli konugmalarin ve
bagkalarina karg! diigmanca gevrimici
iletitehdit, taciz ve negatif yorumlarin,
izinsiz fotograf paylagimmn, e-posta,

web siteleri, sosyal aglar ve
mesajlagmalar araciligi ile kasitl
olarak gerceklestirilmesi eylemidir,
Bir bagka deyisle, kullanicilara kargi
teknik veya iligkisel tarzda zarar
verecek bilgi ve iletisim teknolojilerini
kullanarak yapilan paylagimlar ve
davraniglar siber zorbalik kapsamina
girer,

CYBERBULLYING

cyberbullying; It is the act of
deliberate execution of embarrassing
rude behavior, abusive speech and
hostile online messaging, threats,
harassment and negative comments,
unauthorized photo sharing, through
e-mail, websites, social networks and
messaging. In other words, sharing
and behaviors made using
information and communication
technologies that will harm users in a
technical or relational manner fall
under the scope of cyberbullying,
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WAYS TO AVOID CYBER BULLYING
Communication tools and internet should be used
consciously.

SIBER T0RBALIKTAN KORUNMA YOLLARI

lletigim araglari ve internet bilinli

kullanilmal. should be determined.
Ele gegirilmesi ve tahmin a:;eecunty (antivirus etc.) software must be up to

edilmesi zor kullanici gifresi belirlenmeli. -, g ethical rules in face-to-face relationships
Giivenlik (antiviriis vb.) yazilmlan giincel  should be applied in the same way in the virtual

olmal, environment

+ Not reading, disapproving, sharing and blocking

messages from people you do not know always

makes you safer.

+Your personal information is private to you, it

should not be shared with others

+ Be skeptical while browsing websites, search for

the source of information and do not share your

personal information on every website,

+ Beware of anonymous e-mails coming to you.

Consider the possibility of a fake account and be

careful in such cases.

Yiiz yize iligkilerdeki etik kurallar sanal
ortamda da ayi sekilde uygulanmal,

Tanimadiginiz kigilerden gelen mesajlan
okumamak, onaylamamak, paylasmamak ve
engellemek sizi her
zaman daha giivenli kilar,

Kigisel bilgileriniz size ozeldir,
bagkalariyla paylagiimamalidir.

Web sitelerini gezinirken giipheci olun,
bilginin kaynagini arastirin ve kisisel
bilgilerinizi her web sitesinde paylagmayn.

Size gelen kimligi bilinmeyen maillere
dikkat edin, Sahte hesap olma ihtimalini goz
oniinde bulundurun ve bu gibi durumlarda
dikkatli olun,

cyberbullying is a crime.

AVRUPA BOLGESI'NDE GOCUKLARIN
GEVRIMIGI ORTAMDA KORUNUMUNA ILISKIN
KIYAS CALISMASI
ITU (International Telecommunication Union)
Uluslararasi Telekomiinikasyon Orgiitil icinde
ozellestirilmig bir program olan COP (Child
Online Protection), 2008'in sonlarinda,
¢ocuklarin gevrimici ortamda korunmas|
konusunda kilavuzluk eden bir girigim halinde
faaliyetlerini yiriitmeye baglamigtir.ITU
(International Telecommunication Union)
Uluslararasi Telekomiinikasyon Orgiitil icinde
ozellegtirilmig bir program olan COP (Child
Online Protection), 2008'in sonlarinda,
qocuklarin cevrimici ortamda korunmasi
konusunda kilavuzluk eden bir girigim halinde
faaliyetlerini yiritmeye baglamistur,
Gocuklarin Gevrimici Korunmasi (COP)
girigimi, ITU tarafindan diinya genelindeki
cocuklarin cevrimici korunmasinda aksiyon
alinmasi igin uluslararasi bir igbirligi ag olarak
kuruldugundan bu yana, Bilgi Teknolojileri ve
lletigim Kurumu (BTK) da aktif olarak igbirligi
icinde bulunmustur,

Gercek hayattaki davranig bicimi sanal ortamda da
korunmall ve siber zorbaligin su¢ oldudu bilinmelidir

+ User password that is difficult to capture and quess

+ The behavior in real life should also be protected in
the virtual environment and it should be known that

which is a custe

A COMPARISON STUDY ON THE
PROTECTION OF CHILDREN IN THE
EUROPEAN RECION

ITU (International Telecommunication
Union) COP (Child Online Protection),
)mized program within rhw
International Telecommunication
Organization, started to
guiding initiative on the protection of
children online in late 2008,

) Operate as a

ITU (International Telecommunication
Union) COP (Child Online Protection), a
customized program within the

International Telecommunicatior
Organization, started its activities as an
initiative that guides the protection of
children online in late 2008. Since the

Children's Online Protection (COP)
Initiative was established b\ ITU as an
International collaborative network to
take action in the online protection of

children around the world, the

Information and Communication
Technologies Authority (BTK) has also

actively cooperatec
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ATLEME PAYLAS \ Vistsel. BLGHLERNE PAYLASHA

Bilgisayarm, akill telefonum ya da Ev adresimizi, telefon numaramy,
diger elektronik ciazlarim araci- aileme at is yeri ve telefon bilgile-
iya beni rahatsiz eden bir isi veya rini onfarin haberf ve izni olmadan
durum olursa derhal bunu aflemle kesinlkle hig kimseyle paylagma-
paylagacagim. yacagim.

\

Al biyiklerimden misaade almadan Bigisayanmda, sosyal medyada ve

i vey sl i i - mobil chhazlarimda kullandigim gifreler
INTERNETE DOGRU KULLAN

tograf, videoyu ve gorsel materyal '"9"3d'“"f’fkimseyeféylemeyecegi'."'
soyel ot e co el one Bu gifreleri isteyen bir arkadagim bile
0 o . olsa hemenlanneme veya babama
haber verecegim,
e
Ailemin tim bireylerinin interneti
dogru sekide kullanmasini, daha
keyifli vakit gegirmelerini ve yeni
seyler ogrenmelerini saglamak icin

Anne ve babamin haberi ve izni ol-
onlara yardimei olacagim.

ICERIGE ATLEWLE BELIRLE

Interneti ve sosyal medyay kullana-
cagim zaman, ziyaret edebilecegim
web sitelerini ve uygulamalan aile
bilyiklerime birlkte belirleyecegiz.

maksizin, tanimadidim kisilerle online
olarak gorismeyecegim. Boyle kigi-
lerle akil tefefon araciiyla letisim
kurmayacagim,

KGT0) MESAJLART BILDIR )

Beni tehdit veya rahatsiz eden, dalga
gecen ya da kendimi kot hissetmenne
neden olan her tirlli mesajl Gnee anne
e babama bildirecegim. Bu tr mesaj-
lart almamin kesinfikle benim sugum
olmadiginin farkinda olacagim.

et ieing | B ;‘

Kendim de bi siber z0rba olmayaca- W le ) Bllglsayanm akilh telefonum ya da Y - N\

Gimi Sosyal medya, oposta veya akil digerlektronik chezlanm aracigy 47§
telefon gibi dijtal fletisim araclarn o beni rahasz eden bi kg veya | |/ 1
Kullanarak imsey inctecek sz yaz- durum olursa derl bunu alemie | 7 ¢
mayacak, dedlkodu yapmayacagim. .\ paylagacagim, \
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